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MUSEKNOWLEDGE.COM

WHO WE ARE AND WHAT WE DO

« More than 20 years in the market for creating custom content solutions to propel
education and innovation outcomes.

« Our products: Multi-user Universal Search Environment, known as MUSE - simplify access
to the best digital information collections; Muse Knowledge Search, Muse Knowledge
Proxy.

« The Muse Knowledge discovery solutions support modern libraries, e-learning hubs,
national education portals and research gateways in connecting people to the digital
research and educational materials they need, wherever they are.

 Library Automation companies integrate MUSE in their ILS products to offer reliable
single-search capabilities to thousands of research resources.

« Information Services companies distribute MUSE to provide affordable standalone
federated search solutions for libraries worldwide.

« Online Database companies OEM MUSE to provide real-time unified search functionality
within their search portals.

» Distance Education Companies use MUSE to deliver real-time searching in high-access
virtual digital library environments.
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MUSEKNOWLEDGE™ PROXY

Highly customizable multi-platform proxy server More than 15 years within the Muse Federated

Search Platform to manage the authentication to

Gateway to authenticated restricted content resources and the navigation to full text.

Rewriting web server
Multi-tenant solution

Easy to use and configure via the MuseKnowledge™
Proxy Administrator Console

Web Access Management (WAM)
Standard HTTP Proxy server

END-USERS CONTENT PROVIDERS
AUTHENTICATE ATTACH PROVIDER AUTHENTICATE
USER SPECIFIC DATA REQUESTOR
SEND CONTENT REWRITE AUTHENTICATION OK
TO USER CONTENT SEND RESPONSE [ A, :
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MUSEKNOWLEDGE™ PROXY

Overview
« SAML 2.0 Single Sign-on

 Learning Tools Interoperability® (LTI)

E-BOOKS E-JOURNALS DATABASES DIGITAL REFERENCE RESEARCH DATA |ntegrat|on
MAGAZINES MATERIALS

* Quickly delivers rewritten pages

((T)) &b \!} H L @ - Search widgets and form integration
+ Corporate infrastructure: load balancer
E-NEWS LEARNING MANAGEMENT AUDIO VIDEO DIGITAL TEXTBOOKS E-LEARNING
SYSTEMS RESOURCES reale API ready

« Compatible with all browsers deliver

ﬂ o] Q A m results conveniently and reliably
- + System maintenance via automatic
MusIC IMAGES BLOGS SEARCH ENGINES  DICTIONARIES & K-12 Muse Navigation component update
ENCYCLOPEDIAS MATERIALS distribution Service
o * Online privacy, protection, and data
< @ — = o — transparency
oeiaL MDA S S SSERTATIONS  CoNten ALt - ) BE)E(SY)ﬁed URL (shortcuts to entry point
MANUSCRIPTS & THESES SYSTEMS NEWSPAPERS
* Proxy by path, proxy by host and proxy
by API R
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GENERAL FEATURES

« Multi-tenant architecture.

« Cache support and Separate cache directory per each
Server IP, based on the configuration.

- Configurable authentication using pluggable
authentication login modules.

« Out of the box end user interface organizing sources by
multiple views.

« Patterns for defining the list of server IP(s) on which to
listen.

« Individual authentication per each application.

* Regular HTTP proxy with HTTP and HTTPS ( CONNECT
tunnel) support.

* Support for SSL termination to ensure Load Balancing
HTTPS traffic in @ manner that avoids unnecessary
encryption cycles. This is achieved by MuseKnowledge™
Proxy understanding X-Forwarded-Proto header field or
the RFC 7239's Forwarded header field containing
"proto=https" or "proto=http".

MUSEKNOWLEDGE.COM

Support for configuring different SSL certificate for each
server IP.

Compression (GZIP) support both for pages that are
served after being rewritten (remote rewritten content
from vendors) and for content originating to Muse Proxy
itself.

Scripting capabilities.

Default log for messages regarding the activity and
errors encountered in a human readable format.

Access log in which there are written the requests served
by Muse Proxy. The Access log can be analyzed using tools
like AWStats (http://awstats.sourceforge.net/).

Statistics log with detailed messages regarding Muse
Knowledge™ Proxy activity in a machine readable format.

Support for rewriting WebSockets non binary traffic.

Hot deployment of sources and applications.
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GENERAL FEATURES

« Proxy chaining with a next proxy using Proxy Host and Proxy Port or using
Proxy PAC.

- Support for configuring the redirect of HTTP requests against Applications
and Administrator Console to HTTPS.

« Rewrite by Host is selectable on a source by source basis.

« Localization support for server messages and also messages reported by
configured login modules.

« The static resources are served using the Last-Modified HTTP response
header in order to be cached by the browsers.

« Administration Console for managing Muse Proxy configurations.

« Supports public, authenticated and private resources in each application.
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MUSEKNOWLEDGE™ NAVIGATION MANAGER
(REWRITING COMPONENT) FEATURES

* Flexible URL patterns, using include and exclude rules,
matching all URL components (domain, port, path, CGI
parameters), to specify which URLs will be rewritten.

« Extract and navigate scenarios.
« Automatic rewriting of links from HTML attributes.

« Automatic rewriting of links constructed with
JavaScript.

« Server side management of Cookies from the Set-
Cookie HTTP Headers received from the target rewritten
sites.

« Automatic rewriting of Cookies from document.cookie
JavaScript object.

« Automatic rewriting of links from CSS files.

* Automatic rewriting of links written in page in plain
text, using document. write sequences.

Rewriting links from XML and JSON using Muse
Navigation Manager filters.

Automatic rewriting of HTML OBJECT and EMBED tags.
Rewriting HTTP and HTTPS sites.

Automatic authentication for rewritten links using
authentication token.

Supporting custom charset in the Content-Type HTTP
header returned by the rewritten pages.

Chaining support for the rewritten links, at server
side level with a next proxy via Proxy Host and Proxy Port
or Proxy PAC.

Scheme protocol separation between browser and
vendor access.
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MUSEKNOWLEDGE™ NAVIGATION MANAGER
(REWRITING COMPONENT) FEATURES

Proxy-Authorization using Basic and Digest
authorization schemes, at server side level, with a next
proxy, for the rewritten links. Support for separate proxy
authorization for different rewritten links.

HTTP Authorization for the rewritten links using Basic
and Digest authorization schemes, at server side level,
with the target site. Support for separate HTTP
authorization for different rewritten links.

The Muse Navigation Manager component (mnm.jar
file) can be updated at run-time, without restarting Muse
Proxy.

Tiny URL(s) support for integration with MuseKnowledge
Search.

Support for setting an initial set of Cookie HTTP headers,
at server side level, when navigating on a rewritten link.
Support for separate sets of cookies for separate rewritten
links navigated for the same target site.

Support for setting an initial Referer, at server side level,
when navigating on a rewritten link. Support for separate
Referer authorization for different rewritten links.

Configurable Find and Replace filters acting on the
HTTP body as well as HTTP headers can be crafted in the
XML source profiles and will be interpreted at run-time,
without the need to write Java code. Two types of filters:
regular Proxy Java filters. Simple (just find/replace) and
complex filter expression based and MuseKnowledge™
Proxy token rule based, similar to the token rules written
in Muse configurations involving conditions (such as
APPLY IF FIRST) and variables are supported.

Coookies handling policies.
Support for Internationalized Domain Names (IDN).
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MUSEKNOWLEDGE™ PROXY APPLICATIONS FEATURES

« A MuseKnowledge™ Proxy Application can be - An Authentication Group used in a MuseKnowledge™
configured to respond only on certain server IP(s) Proxy Application allows access to the Sources from a
(domains) on which Muse Proxy listens. Sources Group.

« A MuseKnowledge™ Proxy Application supports The MuseKnowledge™ Proxy Application web
expiry after a certain date. interface is completely configurable using FreeMarker

N template files (see http://freemarker.sourceforge.net
- MuseKnowledge™ Proxy Applications users can be P ( p:// ge.net/)

authenticated using configurable Authentication Groups. « A MuseKnowledge™ Proxy Application supports a
configurable HTML index page to be displayed when

* An Authentication Group used in a MuseKnowledge™ accessing the Muse Proxy Application's home URL.

Proxy Application performs the authentication using a list
of configurable Login Modules. The current list of Login - Automatic logon in a MuseKnowledge™ Proxy
Modules that can be used by MuseKnowledge™ Proxy Application with IP authentication.

Applications is: IP, User/Password, SIP, LDAP, IMAP, POP, ™ ..

SQL, FTP, Referer, HMAC, HTTP External Authentication, ~ ° MuseKnowledge™ Proxy Applications are ready for
LTI, SAML, OAuth, OAuth2, OpenID Connect and CAS Load Balancing.

based SSO authentications.

* An Authentication Group has a dedicated login page,
corresponding with the list of logon parameters required
by the Login Modules configured in that Authentication
Group.
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MUSEKNOWLEDGE™ PROXY APPLICATIONS FEATURES
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MuseKnowledge ™ Proxy supports Single Sign on
Authentication as a Client. A wide range of OAuth,
OAuth2, OpenID Connect SSO based authentication are
supported. out of the box OAuth specific support is for:
BitBucket, DropBox, Facebook, Foursquare, Github,
Google, LinkedIn, Odnoklassniki, ORCiD, Paypal, Strava,
Twitter, Vk, Windows Live, Word Press, Yahoo. Google
ensures authentication with both the public gmail.com
domain as well as Google hosted institutions via Google
Apps for Education.

MuseKnowledge ™ Proxy supports HTTP
authentication to an external source.

A MuseKnowledge™ Proxy Source can be profiled via
EXTRACTORs, URLs, and POST_PARAMETERs to conduct
an extract and navigation scenario in order to obtain
tokens or navigate to the desired link before handing over
control to the browser with the first rewritten link.

MuseProxyFoundation based application supports
source icon configuration. If configured, the image will be
displayed under the Source name, next to the source
description.

Sources can be hidden from the source listing but still
usable via Entry Points either shortcuts, extended or
normal.

A MuseKnowledge™ Proxy Application supports a
configurable logout page that is displayed when the user
was logged out.

Links to MuseKnowledge™ Proxy Sources from
MuseKnowledge™ Proxy Applications can be embedded
dynamically in external portals. In this way, a customer
may use the external portal authentication, but still
provide access to MuseKnowledge™ Proxy Sources links.

Support for creating categories of MuseKnowledge™
Proxy Sources (grouping); E.g. group sources by subject,
type, vendor, alphabetically - A to Z.
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MUSEKNOWLEDGE™ PROXY APPLICATIONS FEATURES

Some of the SAML 2.0 related features
« Includes a local Discovery service.
« Supports external Discovery.

« Metadata management supporting adding IDP metadata
About 1,600+ MuseKnowledge™ Proxy Sources and generating of SP metadata, pre-validation of IDP metadata
Profiles to download at this time. to detect the need of certificates, tests for authentication,
seeing SAML attributes, guidelines and more.
SAML 2.0 Authentication as a Service Provider is

™ . « Supports specifying the IDP metadata either by uploading
supported for a MuseKnOW|que Proxy App_llcatlon. the IDP metadata file or by specifying the IDP metadata URL
Being based on Spring Security SAML Extension, with a local file backup with periodically refreshes.

theoretically all products supporting SAML 2.0 in

. . . « Supports specifying IDP metadata as a file/URL containing
Identity Provider mode (e.g. ADFS, Okta, Shibboleth, one EntityDescriptor or as multiple EntityDescriptor wrapped in

OpenAI\_/I, Efecte EIM or Ping Federate) should be EntitiesDescriptor (e.g., a federation) with filters eliminating
compatible; conflicts if the SP metadata is also present in the same file.

« Post-SAML authentication decisions via server-side
JavaScript on letting the user in the application, choosing a
source group, choosing an attribute to be logged into the
statistics. These, as well as other settings are grouped in the
ProxylLoginModuleSAML.xm/ configuration file of the SAML

[ A
login module. 4 o8
11 g ,I:..s
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MUSEKNOWLEDGE™ PROXY APPLICATIONS

User accesses MuseKnowledge™ Proxy

™ 1 1
Application URL in a browser MuseKnowledge™ Proxy Applications are web

interfaces providing end-users grouped access to

YEV_C ) _\No various resources from Internet or Intranet.

« The authentication is made via configurable authentication

Csounc;::.;;:w ) @uf;;;;M:,;E;X:v';:;;;;:@ login modules, allowing various authentication types:
¥ \& - User/ Password, IP, SIP, LDAP, FTP, IMAP, POP, SQL,
CSER NAVIGATES ONASOURC? CUSER INTRODUCESACCESS) Referer[ HMAC[ SAML[ SSO Or any Combination
\i, « Multiple Authentication Groups can be defined in order to
CW allow end-users to authenticate differently based on their
SOURCE TA.RGET SITE |Ocation

a

MUSEKNOWLEDGE™ PROXY

OBTAINS THE RESPONSE PAGE

FROM SOURCE TARGET
P

2 default templates are available:
* MuseKnowledge™ Proxy Foundation
e * Anonymous

REWRITTEN THROUGH MUSE
NAVIGATION MANAGER (MNM)
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SER'S BROWSER AUTOMATICALLY

REQUESTS THE REDIRECT URL

(WHICH POINTS TO MNM)
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MNM REWRITES THE PAGE
OBTAINED FROM THE SOURCE
TARGET SITE

n
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REWRITTEN PAGE TO THE
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MUSEKNOWLEDGE™ PROXY APPLICATION

Wiley Online Library & Login/Register @

Login

Publications Browse By Subject Resources About Us

WILEY FOSTERS COLLABORATION W
.......................... .. ] :

BROWSE RESQOURCES ReWrItten
Traming TRAINING AND
Agriculture, Aquaculiure &
[ Sl Tutonas, webinars 2ng use quiss TUTORIALS content
(® Allcontent (' Publication titles ) ) Self-paced tutorials
Advanced search  Saved search Architecture & Flanning For '““"“T‘“'s N -~ available 24/7 ©
Art & Applied Arts Personalization opfiens and email aleris
" . 3 For librarians
- B = F
PUBLICATIONS A -Z u;:r;:(iswncl;r;omlcs. nance Product and access information REGISTER FOR
ABCDEFGHIJKLMNO .
PQRSTUVWXYZO0S Chemistry For societies SR
- c tor Sci N Get the most out of publishing with us @
omputer Science
- d
Infermation Technolagy For authors & reviewers
Earth, Space & Environmental Resources and online services
phel T -

Enter access details to ™=
login into the ! e ————r——
MuseKnowledge™
Proxy Application

nnnnnn

R Filter, Sort,
Groups, Ato Z,

_ _ i -.  Page display
Click on the link and | options
navigate to the

rewritten content
13

List of subscribed
Sources

Y
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%
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MUSEKNOWLEDGE™ PROXY APPLICATION - ANONYMOUS

@@ ttp://localhost9797/Anony mous 0 = & | £ Anonymaous Application i 27 65

Anonymous Application

Muse Proxy Applications provide a fully configurable interface allowing administrators to setup remote or local Data Sources ("Sources”) and where end LI St Of SOU rces I n a | Ig ht
users enjoy a single sign-on for all of the subscribed data. . . .
Application interface

Library Administrators can add Sources to the Muse Proxy Application depending of licensing rights. Each Source stores the necessary code and
credentials to get to the target Data Source. In this way, Muse Proxy enables end users to reach all configured targets with a single sign-on and conceals
target authentication credentials

IP Authentication ] ‘ U/P Authentication ] - -

Q@ nonymous Application {ir T 83

Anonymous Application Lol @

hitp://localhost9797/Anonymous

Sources for IP authentication (14 subscribed)

Open Library -

f 0n e pge o oy bk vt bl .y, bt sl gl To sl e s f ook e, e Gtbase . c
= i ierface, i lling effor and bosk dats. To date, e have gathired asout 30 millon records (20 millon are availsble trough the site now), and more
= onthe way. We have bl the datab intectace,and search milk s, narmowe resuts by facet, and search scross the fl text of  mllion scanned books. Open Libasy is
2 project of the non-profit Intemet Archive, and is funded in part by @ grar ibrary. ¥ small team of . plished s lot, but we can't do it slonel This is an
Open project - , the datais h s open, s Now it's your tumi - ject, whether s o build on top of this
data,  librarian who wans to sdd records of digitized books to her locslcatalog, o a lover of 5 10 make sure his favoites
OpenThesis -
© 198-2014 MuseGlobal, Inc OpeniThesis is s free repasitory of theses, dissertations, and other acadsmic documents, coupled with powerful search, organization and collaboration tocls:
Powered by Muse Proxy
Project MUSE -
+.of JHUP scholary oumals via the world wide web. In 2000, Project MUSE snters its the addiion of over 60 qulity joumsl tdes from other scholary publishers, bringing
the database's tots| offerings 1o well over 100 tites. A= wnity’s pr e, Project M o ltera d criticism, history, the visual and per rts, cultural studes,
| —— political science, gender studies, and many athers. Project MUSE is setting the star s ctronic journals in s and social sciences. At this time, Project MUSE subscriptions are availsble

only to insttutions.

Two Authentication

Groups available, e -
each having different e

SOUI‘CGS Thieme Medic Publishers: ElectronicBook Library v . .;2 -

14 §:012938
2

Techniques de ingénisur représentant |a plus imoor ique st ique en langus frangaise, ino e pour tous les
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MUSEKNOWLEDGE™ PROXY
ADMINISTRATOR CONSOLE FEATURES

Run-time configuration of:

» MuseKnowledge™ Proxy Applications and their resources

+ Patterns for the server IP(s) on which MuseKnowledge™ Proxy must listen
« Administrative Access Rules and Passwords

« The list of Administrative Login Modules executed to authenticate each
Administrative Web Context and the regular Proxy requests

« Java Policy Rules

* Access details to Global InfoBase, used for downloading the Muse Navigation
Manager (mnm.jar) component

«  SAML Authentication / SSO Authentication
Monitoring

« Connections, Client sessions, TinyURL(s)

+ View the Cache Status global statistics

« View the Cache Files for each cache directory

Download log files

Usage Limits:

« View Rules, Counters and Suspended Users



MUSEKNOWLEDGE.COM

MUSEKNOWLEDGE™ PROXY
ADMINISTRATOR CONSOLE FEATURES

16

Utilities:
* Generate Type 1 rewritten links and Tiny URL(S)

» Un-Rewrite a MuseKnowledge™ Proxy Rewritten URL in Type 1 or Type 2
format

« Evaluate Shortcut URL

* Encrypt a password using SHA1, SHA512, SHA256, DES or MD5 algorithms
» Decrypt password

« HMAC URL generator

» Evaluate Regex

Server Keystores:

« Assigned KeyStores / Available KeyStores

Operations:

» Clean Proxy PAC Cache, Refresh Applications, Refresh Configuration
Applications:

* Manage MuseKnowledge™ Proxy Applications and their resources. ;g Qﬁ’gﬁ
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MUSEKNOWLEDGE™ PROXY

A cBiant session Is a sassion established ance for each dlient which tries to access MuseKnowledge™ Proxy
In this section, you can view all the clien! sessions managed by MuseKnowledge ™ Praxy at the current moment, inchuding.  r

Utilities, HMAC Link Generator

Client Sassions Monitering » Client Sessions ]
Tiny URLs

WO<13 M Displaying 1-3 of 3 Chient Sessions. Perpage: | 10 «[led

og Files

¥ Client Session 1D s CliemtlP s+ Sie(Bles  Expiress  Lifetime-= Crestion Tane v LastAccess Time -
Statistics ~

1 okhy2ickstmn 217.156.14.173 4168 00456 513 2021-0201T1620:50068  20210201T162137617 @
Gonfiguration 2 Otoc3m Tkukm2m 1171561414 007 003358 Tmis  2021-02-01T1820:39.479  2021-02-01T182039479 &

3 banimad 2718614173 U6 003469 3mads 2021-02-01T1B1B01224 2021-0201T182141287 ®

Cache

Mavigation Manager

Client Session Filters €

Utiites
Client Session 10:
pr— Menitoring This section is used to generate HMAC links used for authentiication
Clies
Statistics .
Server KeyStores Utilities » HMAC Link Ganarator -]
Creation Time berween: =
p Configuration
Usage Limits
5 Proy URL:
Applications e Mg idemope: museglobalsa
Last Access Time betwaen: s Navigation Manager
Utiities
L]
Rewrite URL
Web Context ID: ~ . »
Parameters/eaders to use for HMAC
useame ]
Encrypl Password
Decrypt Pasaword useragent Maziar. 0 (Wit NT 10 0; WS4 %64) APPIEWEBKIS7 36 (KHTML ks Geeko) Chromesss s | @
HMAC Link Ganerator userhdchess: s ®
Advanced New Parameter:

Server KeyStores

Usage Limits
Separator:
Applications
Secret:
Rlgorithm
HamacsHAZS: v

Messags to sign:

1612196525Mozilla’5 0 (Windows NT 10.0, ¥
Safari537 36 Edg/88 0.705 56217156 14 173

4, 464) AppleWebKIU537 35 (KHTMIL, ke Gecko) Chromei88 0 4324 96

Monitoring, Statistics, Configuration, Cache, Muse
Navigation Manager, Utilities, Advanced, Server
KeyStores, Usage Limits and Applications sections

17
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MUSEKNOWLEDGE™ PROXY

Monitoring ‘This is the list with the existing applications. You can edit. copy. import, expont. delate an application. M u Se Kn OW | ed g eTM P rOXy SO u rce
ppicaons & (NCTINCNEST) K3 o - Profiles Management

Configuration
Name = 0 Description
Cache 3101 MKPFTESTUO MKPFTEST Copy of MKPF Fnme
Navigation Manager
320 Mohammad Bin Rashid Schosl of Govermant 0 MBRSG Mohammad Bin Rastid School of Gavarnment
Utities
Advanced - X . =
330 Muse Proxy Application for EKB 10 EKB Muse Proxy Faundation Application is the default Muse Praxy Application. it has ane P L
Authentication Group mapped 10 a Sources Group which contains a >
Server KeyStores
Usage Limits 340 Muse Proxy Foundation Application 0 MusePraxyFoundation Muse Proxy Foundation Application is the defautt Muse Praxy Application. it has ane s B
Authentication Group mapped 1o & Sources Group which contains a ..
Applications
Manage Applications. 3507 Musa Proxy Foundation Application 0 EKBSAML Muse Proxy Foundation Application is the dafault Musa Proxy Applica
Autheniicalion Group mapped fo a Sources Group which conlains a
Monitoring This is the applicaion sources it You can creats & new one or updale, copy, impor, exper, delete an existing one Also, you can ed the saurce profie detais
36.0  Muse Praxy Foundation Application © MuseProxyFoundationSAML Muse Proxy Foundation Application is the default Musa Proxy Applica  Stalistics .
Authenlication Group mapped 1o a Sources. Group which contais Applicetions. (MKPFTEST) & Sources
Configuration
Sources@_ - 2 —
37.0  Muse Proxy Foundation Appication with LTI MuseProxyFoundationL Tl Muse Praxy Foundation Application is the default Muse Praxy Applica | Cache
Authenicaion Group mapped to a Sources Group which conlains a Hame + D Actions
D AT 101 Blackbaard Leam BlackBaard Blackboard Leam sone
380 Museknowledge O MuseKnowledge Museknowledge (de test integrare MuseProxy) Utiities
20 BMI Joumels BMuournals BMJ Journals publishes high qually, high impact joumals serving the medical and scieniific communilies,  # ©1 @ =
Advanced publishing across the general medical
39.0  MussKnowledgeAtoZ 0 MuseKnowledgeAtoZ MuseKnowledgeAtoZ
Server KeyStores
30 Brllannica Academic Edisian BriannicahE Biitannica Orline® delivers fast and easy access to high-qually, comprehensive informatian. The rich PR
40,0 MuseKnowledgsFoundation 0 MuseKnowledgeFoundation Muss Proxy application for integration with the MuseKnowledgeFoun(  USage Limits combination of the insightiul Encyclopaedia _ »
apphcation
Apphcations
40  CABDicat cabdirect_org_IP CAB Dirsct s CABI's slectronic platform delivering access to over 9 millon abstracts scross the applied lfe & %18
Manage Appiications scances.
5]  EbscoContent EbscoContent Ebsco Content smEe
5.0  EBSCO:EBSCORost EBSCO_IP EBSCO Publizhing is & part of the EBSCO Informatian Services group which atso includes EBSCO sne
Subscriplion Services.
7.0 Elsavier CliniealK ElsavierClnicaKey_IP ClinicalKey® s the next generation. online search fool that provides physicians with smarter, faster clinieal & &1 @
answers

TM 81 EMERALD Emerald Emerald is a global publisher linking research and praclice 1o the benefit of society The company manages a  # 7] @ =
u W roxy I I e w3 o
Manaaement - BehanSmentomn o Sk 7 it o, o i bk oo Bt 818
Science answers the information needs of.

0.0 Gale Gale_IP Gale. part of Cengape Learning, Is a world leader In e-research and educational publishing o libraries. FET g

18




MUSEKNOWLEDGE™ PROXY

MM&'GEE LPR®> (Y Administrator Console

Monitoring

Statistics
Configuration

Server IP(s)

Proxy Configuration
Administrative Access Rules
Administrative Passwords
Jaas Config

Jaas Policy

SAML Authentication
SSO Authentication
Cache

Navigation Manager
Utiities

Advanced

Applications

Ganarates now motadats for e providor bestadon Outpt can b vsod 1 canqura your soutyContot motaataom descrtr

Confi ion » SAML

Metadata generation

Entity ID:

Entity base URL:

Entity alias:

Enable IDP discovery profile:

Custom URL for IDP discovery:

Custom URL for IDP discovery:

Custom URL for IDP discovery:

Encryption key:

Show Advanced Settings >>

rate metadata

1 » Metadata administration » Metadata generation

tp:raven museglobal 109797/
Entity ID is a unique identifier for an idenity or service provider. Value is included in the generated metadata. If there are more Muse Proxy Applications intended to be accessed
differentiate between the Entity IDs

itp:raven. museglobal 109797 ssoRWP:
Base to generate URLS for this server. For example: htips://proxy.example. com/ssoRWP. The public address used to access your server must be used here. Make sure you t
and the comrect ports if Muse Proxy or the load balancer is configured on ports other than the standard 80 or 443,

KkeF -

Alias is an internal mechanism allowing collocating multiple service providers on ene server. For Muse Proxy the alias must be the Muse Proxy Appiication 1D

Yes -

Discovery profile enables service provider to determine which identity provider should be used for a particular user. Spring Security SAML contains it's own discovery service wh
from.

Yes v

When not set local IDP discovery URL is automatically generated when IDP discovery is enabled.

No v

apolo (apolio) v

Key used for digital signatures of SAML messages. Public key will be included in the metadata

apollo (apolo) v

Key used for digital encryption of SAML messages. Public key will be included in the metadata

9 Contact

Monitoring
Statistics

Configuration

Configuration

Jaas Palicy

SAML Authentication

Cache

Navigation Manager
Utilties
Advanced

Applications

MUSEKNOWLEDGE.COM

SAML Authentication, Add New IDP
Metadata Files

Administrator Co

This page helps on configuration of naw IDP metadata sithar by providing an URL to the matadata i
entries, as n case of a federation.

or a logal fila. Nole resource can represant an

LesDescriptor containing mora Entitylescri

The SAML component behind reguires a Sendet Engine restart and due 1o the SAML complexity 1 is hard to have things work from the first ry, requ
level testing (simulat that possible needs of defining a cericate, or wrong URL, or wrong XML File are spotted before real configuration and res

g analysing the log file, 0: /muse/proxylogs/ext . 1o , 1o Ta minknize downtime we provide some first
t

ion » SAML Authentication » Metadata a

Configure

Add New IDP Metadata files

ByURL  ByUpload

Provide the URL pointing 1o the IDP metadata (1 can be a federaion URL, 10a). Ales final configuration, the system will refrash it periodically from that URL, caching i to a disk file, 50 that, in the event that the metadata may not be pulled from the URL it may be
pulled from disk using the last fetched data

Take metadata from URL:

Timeout in ms to wait for metadata: 20000

Motadata Trust Chock: e v

19

SAML Authentication, Generate New Service
Provider Metadata
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MUSEKNOWLEDGE™ PROXY

Monitoring This section is used manage available keystores from keystore folder... more »
Statistics .
Server KeyStores » Available KeyStores

Configuration

File Name Common Name Wildcard Validity Action . .
oeron e v = [ Assigned KeyStores, view content

14 A

Navigation Manager H

File Name Common Name Wildcard Validity Action e I
Utilities proxy.eim.keystore *.proxy.elm.jo v [ vaia | v >

e

Server KeyStores

Monitoring This section is used to manage assigned keystores from ... more »
Statistics R
Server Key €5 » gned Key es
Configuration
File Name P Commen Name Wildcard Validity Action
Cache proxy.keystore * MuseGlobal x =z | >

Ava i Ia b | e KeyStO res’ Vi eW Navigation Manager File Name P Common Name Wildcard Validity Action
CO n te n t, d e | ete , C rea te n eW Utilities proxy.rcsibahrainelibrary.keystore 172.31.17.220 * proxy.resibahrainelibrary. com « [ Vaiid | @ >
keystore self signed/by key pair aances e Common Name  MuseGiona vaigy  Acton

. Server KeyStores proxy uaemoh keysiore 172.31.22.11 Alias  proxy [ vaiia | Z & >
Impo rt/ by u pload Subject CN=MuseGlobal,0=MuseGlobal,L=RO

Assigned KeyStores —| — =]
S, i Issuer CN=MuseGlobal O=MuseGlobal L.=RO Validity .

proxy.elm.keystore 172.31.31.173 Format X508 m = o >
Serial 7207

Valid from  2013-04-01T13:07:23Z
ew Assign
Validto 2017-04-02T13:07:237
Server restart is necessary to take in account the changes made in this page. Vﬁ"dlw status
Key algorithm RSA
Key size 20438

Certificate content View as PEM o e

Signed T | Generate CSR o5 8 3
20 S Pl
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MUSEKNOWLEDGE™ PROXY

Monitoring This section is used to view configured usage limits rules . more » Vi eW d efi n ed u Sa g e ru Ies

Statistics -
usage Limits » Rules S d d U - bl t
uspended Users, view/re-enable/expor
Application 1D Rule ID Enabled Max Requests Max Traffic{MB) i Ban Time{Mi s Trigger Ban
Cache IDMSAML limit1 v 5000 1022 30 60 v
Navigasion Manager MKPF limit1 v 5000 1024 30 60 v
MKPFSAML limit1 4 5000 1024 30 80 v
Utilties
MKPFTost limitt v 5000 1024 30 60 v
Advanced MKPFUL applyOnAliSources v 15 128 10 [} v
Server KeyStores applyOnAll v 2
e applyOnEach v 20 Monitoring This section is used to view suspended users... more »
MuseProxyFoundation fimit1 x 5000 )
Rules Statistics L
Usage Limits » Suspended Users
Counters
Configuration
Suspended Users Suspended Users @ LU
Applications Cache
# (] Application ID User Name End Ban Time Action
Navigation Manager
1 [m} MKPFUL MKPFUL 2021-02-02T13:30 41,019 n
Monitoring This section is used to view usage limits counters._ more » Utilities
2 [m} MKPFUL MKPFUL1 2021-02-02T13:33:16.245 n
Statistics
Usage Limits » Counters anced
3 [w} MKPFUL MKPFUL3 2021-02-02T13:34.08 559 n
Configuration Total number of usage limits counters: o Server KeyStores
4 [m} MKPFUL MKPFULS 2021-02-02T13:38:50 858 n
Cache EXpOl‘t [i ] Usage Limits
Rules H
Navigation Manager Export all usage limits counters from application as CSV. Filters &
Counters
MKPFUL ication:
Utilities Suspended Users Application: Seteetone
- & o Username:
Advanced Export all usage limits counters as CSV: Applications
Delete ©
Server KeyStores
i Actions @
Usage Limits Delete all usage limits counters
Rules Export all suspended users as CSV:
Counters Unsuspend all users from application. Select one.

Suspended Users

View current usage counters
21
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JMX FEATURES

View at run-time:

22

Information regarding the memory and CPU used by
MuseKnowledge™ Proxy

Information regarding the MuseKnowledge™ Proxy
threads

File Sets mappings (public, authenticated and private)
for each Web Context

MIME Mappings for each Web Context

Global proxy configuration fields and update the
editable fields

MuseKnowledge™ Proxy Statistics (traffic statistics
and other server statistics) globally and per server IP

Set at run-time:

Authentication Timeout for Proxy Requests and save
the configuration to disk

Default Authentication Timeout and Client Session
Timeout for the Web Contexts and save the configuration
to disk

Authentication Timeout for a specific Web Context and
save the configuration to disk

Configurable parameters for each Web Module and see
the value for the read-only parameters

Patterns for the server IP(s) on which
MuseKnowledge™ Proxy must listen and save the
configuration to disk
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MUSEKNOWLEDGE™ PROXY VERSION

MuseKnowledge™ Proxy 5.2 released on May 5t 2020
« SIP and POP authentication modules.

« Address latest browser security changes, like the cross-domain
standards with SameSite=None,; Secure attributes.

« Support for localizing the server messages and also messages reported by
configured login modules.

 New Pre-authentication module to interpret a set of rules which ensures
that the configured login modules are called only if the request is
successfully validated against those rules.

+ New administration features are available: Add New Source from scratch,
visually manage the users defined in the ProxylLoginModuleUserPassword file.

Available for download on the EduLib website

Free 90 Day Trial period for evaluation is offered. Request a Trial
License Key by simply filling in the trial form



http://www.edulib.com/products/muse-proxy/download/
https://www.edulib.com/products/muse-proxy/try/

MUSEKNOWLEDGE.COM

USAGE SCENARIOS

24

MuseKnowledge™ Proxy offers convenient access to
students and professors.

MuseKnowledge™ Proxy isolates and protects
organizational sensitive credentials. MuseKnowledge™
Proxy ensures the decoupling of such sensitive credentials
from the normal usage scenarios, keeping the credentials
and resource URLs transparent with regard to end-users.

MuseKnowledge™ Proxy offers library patrons access
to bibliographic databases. Library patrons at home or
elsewhere can log in through their library’s
MuseKnowledge™ Proxy server and gain access to
bibliographic databases to which their library subscribes
either based on IP, user/password or other credentials.

MuseKnowledge™ Proxy reduces hardware.
MuseKnowledge™ Proxy Server can run on a machine that
has multiple IP(s). Thus, instead of having many physical
or virtual machines running with many MuseKnowledge™
Proxy instances, it is enough to have just one, no matter it
is physical or virtual. This means saving money for both
hardware acquisition and for power consumption.

MuseKnowledge™ Proxy offers better network and
subscription change control. The access from the in
campus computers to the Content Providers is done many
times by authenticating all the IPs used by these
computers to the target sites. There are situations when
the campuses are changing the Internet provider, thus the
entire class(es) of IPs. If all the on-campus access to the
Content Providers is put through MuseKnowledge™ Proxy
then this offers a fluent control of these changes.
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USAGE SCENARIOS
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MuseKnowledge™ Proxy simplifies external access
to internal web resources. Instead of using a VPN which
requires additional software or hardware, by using Muse
Knowledge™ Proxy the external access becomes straight
forward even for mobile devices. Issue Tracking Systems,
Help Desk Systems, CMS Systems, CRM Systems, ERP
Systems, Internal Demonstration Systems, could
selectively be grouped under one or more
MuseKnowledge™ Proxy Application(s).

MuseKnowledge™ Proxy offers company accounts
protection. Simplified administration of the user groups
authorized to access online company subscribed accounts,
without the need to hand on company credentials for
accessing important protected resources constitutes
sensitive data and at the same time are a burden to
maintain by each employee.

MuseKnowledge™ Proxy adds extra SSL protection.
Muse Knowledge™ Proxy can be used to encrypt the
communication between the client and the proxy server
using HTTPS even when loading non-SSL sites.
MuseKnowledge™ Proxy only requires a single SSL
certificate, because you will always access its
host/domain, all the resource URLs being translated to
point back to that.

MuseKnowledge™ Proxy offers strict access to
Internet. Enforce strict rules or access to web sites
outside your Intranet. MuseKnowledge™ Proxy will then
be the only gateway to the permitted resources via a
configurable MuseKnowledge™ Proxy Application serving
as index to those resources.
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USAGE SCENARIOS

« MuseKnowledge™ Proxy replicates web session and context. If you
need to transfer and use a web session from a server-side application to a
distant front-end browser or a different application, then your Software can
interact with MuseKnowledge™ Proxy by using session authorization
elements such as cookies, referrer, HTTP authorization, to migrate web
sessions and contexts from servers to clients or other servers. Examples:
Federated Search Engines, Discovery Services, Crawling, Harvesting or ETL
processes.

 MuseKnowledge™ Proxy can translate even POST or long GET
requests. If the server-side handles long URLs which have more than 2047
characters then these cannot be navigated by some browsers as they are
truncated. Using the Tiny URL feature, such long URL can be transformed
dynamically to shorter ones.

W
4

25 oy
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« MuseKnowledge™ Proxy offers distinct domains integration. In case
you need two or more distant web sites with complex JavaScript processing
to be placed under the same domain use MuseKnowledge™ Proxy as a
reverse URL rewriting proxy by accessing the distant site through a
MuseKnowledge™ Proxy located in the first domain.
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MUSEKNOWLEDGE™ PROXY AND LEARNING TOOLS
INTEROPERABILITY® (LTI)

« LTI launch requests can be used to include a MuseKnowledge™ Proxy Application or proxified source directly within the Learning
Management System (LMS) as an External Tool.

« Once a user is authenticated to the LMS (s)he can access a MuseKnowledge™ Proxy application or source being defined as an
External Tool. MuseKnowledge™ Proxy acts as a Tool Provider.

«  Example of LMS platforms supporting LTI: Moodle, Atutor, Sakai, Blackboard, Canvas.

«  Working in iframe as long as browsers support third party cookies. Opening in new browser tabs is also possible.

LMS Click
(Moodle, Canvas, etc) Link

Muse Proxy

27 ST
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MUSEKNOWLEDGE™ PROXY AND LEARNING TOOLS
INTEROPERABILITY® (LTI)

Canvas

Math Course > Settings Add App *

seDetalls  Sections  Navigstion | Apps

&3 Student View Configuration Type
Announcements &

|58 Course Statistics Paste XML v
nsens @ External Apps [ o0 |
[ Course Calendar Name
oo are e sty way 10 dd new fesares to Caness, They ca e aced 0 individuslcourses, ot 3l courses n an ccount. Once T
figured, you can ik 0 the througs a o ¢ took (useKnowledgeProxyLT) Demo
Geades e : . £ Conclude ths Course:
5 S some LT toos thet work grest with Cameas pE——ry P

Peaple 7 Delete this Course
Courses Name MuseKnowledgeProxyLTI AppSecret

Pages -
8 & Copy this Course
e - MuseKnowledge Praxy LTl Gemo @~ oA it
1 Import Course Cantent name: yLT! 2
Syllabus o TiDs
Outcames P 4 Export Course Cantent name="enabled">true
</lticmvoptions>
Rubrics S. e - <Ificryoptions name="user_navigation™>
. names"url" yLT!
Cuubzzes — Math Course > Math Course VLTI Der
Modules @ ftiom: e
</Iticm:options>
MuseKnowledge </blti-extensions>
o : useKnowledge Proxy LTI Demo Account @ Logoft B
Praxy LTI Demo Home 9 XY 3 <cartridge_bundle identifierret="BLTI001_Bundle™/>
Settings P <cartridge_icon identifierref<"BLTI001 Icon®/> o
</cartridge_basiclti link>
Announcements % Subject View v E s n 12| 1z | Fierey n
© [ e
Admin o . Citation D: @  Lbrary @ | Medical @ | Multple Discipiines @) | Science @) | STM (Science, Technology, Medicine) @)
iscussions
&)
Dashboard Grades Citation Databases @
People 1. Wiley Online Library M
Courses Pages & Wiley Online Library hosts the world's broadest and deepest multdisciplinary colection of aniine.
Files @ 2. Scopus
Calendar Scopus, the largest abstract and citation databass of peer-reviewed literature, features smart
Add M
& useKnowledge Proxy
Qutcomes ] EBSCO Publishing is a part of the EBSCO Information Services group which also includes EBSCO... » EBSCO
application as External App
A Externa App page . oy e, . araefrnton e, snisat, s
Quizzes
Modules & 5. ProQuest

ProQuest*

ProQuest s 2 longstanding supporter of ibraries and fibrarianship. ProQuest's outreach and.
MuseKnowledge
Proxy LTI Demo
Engineering @)
Settings
1. IEEE Xplore® Digital Library
The |EEE Xplore digial ibrary is a powerful resaurce for discovery and access to scientific and.

Sy MuseKnowledge Proxy integration

1. Britannica Academic Edition . 1 N 1 1 p A .: i
Britannica Online® delivers fast and easy access to high-quality, comprehensive information. The. I n aVI g a I 0 n 0 u rse :‘ ”

. ; ‘-'(‘. .
Library @) ::’ ‘."T
1. Wiley Online Library A %"

[r—r— ‘
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Wiley Online Liorary hosts the world's broadest and deepest multidisciplinary collection of onine.
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MUSEKNOWLEDGE™ PROXY AND LEARNING TOOLS
INTEROPERABILITY® (LTI)

Canvas

Select App

MuseKnowledge Proxy LTI Demo

luseKnowledge Proxy LTI Demo

Citation Databases @)

MuseKnowledge Proxy LTI Demo

Rich Content Editor integration . Rich Content Editor with embed
sources
29

-
Rich Content Editor with embed
source with custom parameters
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Canvas

Home
Announcements
Assignments
Discussions
Grades

People

Pages

Files

Syllabus
Outcomes
Rubrics
Quizzes
Modules
MKPFLTI Demo

Settings
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Help v Institutional Sign In

Journals & Magazines * IEEE Transactons on informat . * Voume 55 lssue 5 @

Constructing Symmetric Boolean Functions With Maximum
Algebraic Immunity
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Longjang Qu ; Kegin Feng

54 230
Paper Full
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Abstract

Document Sections
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Abstract

Symmetric Boolean functions with even variables 2k and maximum algebraic immunity Al ()
= khave been constructed in Braeken's thesis (2006). In this paper, we show more
constructions of such Boolean functions including the generalization of a result and prove a
conjecture raised in Bracken's thesis (2006)

Published in: IEEE Transactions on Information Theary ( Volume: 55  Issue: 5, May 2009)

Page(s): 2406 - 2412 INSPEC Accession Number: 10601158

Date of Publication: 21 April 2009 @ DOI: 10.1109/TIT 2009 2015999
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ATA MINING AND ANALYTICS.
“

Mining Condi

.

'y Rules on Big Data

Mingda Li, Hongzhi Wang®, and Jianzhong Li

Abstract; Current Conditional Functional Dependency (CFD) discovery akgorithms aways need a wed-propared

We design the

We ss0

FD Gscovery akortnms. Experimental resuts

Key words: data mining: conditional funcional dependency.

1 Introduction

‘With the accumalation of data at present, databases have
Become increasingly large. At the same time. due (0 the
difficulty in manal maintenance and variations of data
sources. big data involves a high possibility of quality
problems which make them difficult to se. Therefore,
ing techniques are crucial for effective use of big

data.

Conditional Functional Dependency (CFD) discovery
algorithens' are powerful wolsin data cleaming, becasse
they can find the hidden relation among items. Such
relation can help us find diny wples which can be
modified accondingly. The Functional Dependencics
(FDs) can be considered as special forms of CFDs.
High-quality rules are the core of effective data cleaning
systems with CFDs.

Modules

a

g datadata qualty

with complesity that is lincar or sublincar t0 the data
size. Second, big data may involve further data-quality
problems. Thas, & clean training set can handly be
prepared for CFD discovery and 4 falt-tolerant CFD
iscovery approach is necessary

Owing 10 the importance of such an spproach. some
CFD discovery algorithras have bocn proposed. Howener,
none of them could address the aforementioned
challenges. Most existing methods such as the method
in Ref. [2] discover high-qualty rules with dsta mining
algorithms on & small but clean dataset clfciently.
However, these approaches are unsuitable for big data
cleaning due 10 the lack of representative dataset, Ocher
methods for discovering CFDs on dirty dtasets such as
the method in Ref. [3] need many passes over the datsset
10 find approximate CFDs, but this method may not be

&
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Abstract

Zero-sum Ramsey theory is a newly established area in
combinatorics. It brings to ramsey theory algebric tools and
algebric flavour. The paradigm of zero-sum problems can be
formulated as follows: Suppose the elements of a
combinatorial structure are mapped into a finite group K.

Does there exists a prescribed substructure the sum of the
weights of its elements is 0 in K?

‘We survey the algebric background necessary to develop the
first steps in this area and its short history dated back to a
1960 theorem of Erdo”s-Ginzburg and Ziv. Then a systematic
survey is made to encompass most of the results published in
this area until 1.1.95.
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MUSEKNOWLEDGE™ PROXY AND LEARNING TOOLS
INTEROPERABILITY® (LTI)

Moodle

Proxy Course

= NewSite 8 @ Teacher Account -
= Math Course
Math Course
& Participants
Dashboard / Courses / Math Course
0 Badges
& Competencies New Site A Teacher Account * :
BB Grades = A "
W3 Anncuncements
 General ik MuseKnowledgeProxy Demo 7 Math Course M h C
0 Topic 1 & Participants
Topic Dashboard / Courses / Math Course / General / MuseKnowledgeProxy Demo
(=t 2
e © Badges
0 Topic 3
Topic 2 & Competencies o
© Topic4 MuseKnowledgeProxy Demo
B Grades
@ Dashboard TOpIC 3 MuseKnowledge Proxy
# site home u
S - B I o
Topic 4 03 Topic 1 n
0 Calendar
| 4 categories | Ubray @) Medical @ Science @ . Technology. Medicine) €D
O Private files 0O Topic2
& Content bank 3 Topic 3 Citation Databases @
1. Wiley Online Library
. [p—
# Site adminisiration O Topic 4 Wiley Online Library hosts the world's broadest and deepest mulbdisciplinary collection of online.
@ Dashboard 2. Scopu
Scopus, the largest abstract and citation database of peer-reviewed literature, features sman.
# Site home — S
EBSCO Publishing is a part of the EBSCO Information Senices group which also includes EBSCO. EBSCO
9 Calendar
4,151 Web of Knowledge - All [
D) Private files Quickly find. analyze, and manage information in the sciences, social sciences, arts, and
5. Proquest
& Content bank ProQuest

Proxy Course Page integration -—

# site administration
Engineering @)

re Digital Library

1. IEEE
The IEEE Xplore digital ibrary is a powertul resource for discovery and access to scientific and.
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MUSEKNOWLEDGE™ PROXY WITH MUSEKNOLEDGE™ FEDERATED
SEARCH

« End user logins into Muse Search Application 2 and begins a

oo usen wvirownenr_| wuse awvimowwenr | —conranrprovioses [N
+ The search passes through the authenticated and configured

IP — IP5
- Information is extracted and the processing starts

N ;

END USER — + MuseKnowledge™ Records are created and stored in
“ . temporarily workroom including cookies and session IDs
\ AV,

MUSE KNOWLEDGE" PROX
ON MULTIPLE IPS

A
S 2

MUSE FEDERATED SEARCH

 MuseKnowledge™ Proxy is queried for services and URLs
are matched against configured patterns and rewritten

* Tiny URLs are created and stored in the Muse Knowledge™
Proxy session

+ MuseKnowledge™ Application displays the records to the
End user

« End user clicks on a rewritten record link or Tiny URL to access
full content

+ The MuseKnowledge™ Proxy connects to Content Provider
3 via IP5 to get the full content page; the initial search

connection is recreated due to the cookies and session IDs
+ The MuseKnowledge™ Proxy connects to Content Provider
3 via IP5 . &
P i’;'}
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MUSEKNOWLEDGE™ PROXY MONITORING

java Monitaring & Management Consale - pid: 4708 com.edulib.muse.proxy.MuseProxyStartup =

[==]
— = ==« Real time monitoring with JMX
| overview | Memory | Threads | classes | v summary | MBeans =g= g
-} IMImplementaton Attributz values
¥ (€112 @ Displaying 1- 10 of 12 Client Sessions. Pes Page: (10 %) [Go | |1 com.edulib.ice.uti.log
o « RRD graphs
#  Client Session ID 4% CHntIP A® Sige(8) 4% ExpiesS®  Lifetme <% CreationTme  4®  LastAccessTime  &® - access [Enabied frue
£ default Flushinterval 15000
1 eai0ebesEXcT4TedESMESAnacHt 21715614221 2ol 0020 6 013053TICSNS2AG  201305-3TINSHSANS Dekte pre LogFieName C:\muse/proxy/logs MuseProxy.log
2 SSTIGOIATEOSSICIONG6EY  217.156.14.117 as75 M2 2013053ITIOSTILON Z0130531TI0STAIHH3 Dekte Operations LogFiesize 10485760 . . .
3 bhI7S42SI35feT 172651 120 217,156,145 204575 53 0I3053TIONN5ASI  01IOSAUTINGXRME Dskte @ statistics LogTmelnterval 2% ° AWStatS I I ke Statlstlcs fo r M u Se
4 6520bbSTdBAcOadceTSeadTBMES]  217.156,14.117 208447 2m1% 2013053TINGTA3781  201306.31TINSSO37S Dekte Ji com.edhib.muse.proxy-hander LoggerName default
5 O0B4TIB4UIORASICReaCIOS  217.196,14.117 286875 nls  2M3OSIITINSTSASE  0130531TIONE69A Deete ). com.eclulb.muse.proxy.handier web, context || [oagingFormat |0, date, yy/MMjdd hh:mm:ss & 23 (13 (4 (3} ™ H
6 STAExbIROCIGERIOMTIY  217.1%.14.06 2604 S5 0I3053TINN6SE  Z01305-31TINN0653 Dekte Ji com.edhuib.muse.proxy.jm LoggingLevel KnOW e g e PrOXy Access og I es
7 Oflb2aaiSTeectd5as1AbSIIONESSE  217.156.14.05 288753 455 20130S3ITINSON0281  201305-31TIOSG20687 Dekete . com.edulib.muse.proxy.update LoggingLevelMask NOTICE
B C497Ca7 2002006 SEEaRT w7001 575 Imis 0I3053TIONNAGST  201305-3TICEN0LEN Dekte 3 com.cun.maragement MaxBackupIndex 0
9 1fbMaSacehA7E04f370 1 bFAdI44E0 217.156.14.221 2608 S 20130531TIOSS3E00 201305-31TI0SASISW0 Dekete - Ly javadang RotationRules daily, , ,0,0
10 77ceadceddcaSocoesbodelNroacs]  217.1%6.14.68 2608 s 105ATICMME  DIISIATIOSEIBON Delste J, java.uti logging ° M u s e Kn OW I e d g e ™ PrOXy
Crestion Time betwasn: | T and: Bic |
Last Access Time between: Eand: = 09 7,477 7,533 113.43 MB 21 737 737 .36 MB
10 3,331 9,353 14373 M8 2 1,312 1,512 5.95 VB
e 1 15,803 18865 31103 ME 2 343 343 405 MB
Countries (Top 10) - Full list
S = e Requests [MuseGlobal Customers] - Monthly ) e
— United States Ty
Romania o st 145 1osms |
700 m China o 49 45 15351 KB |
Taiwan w s 25 78.32k8 |
600 m India in 18 18 56.39KB |
- Chile d 13 13 40.73KB |
s France fr 12 12 37.55KE |
g oo Germany e o - srsoke |
5 Japan i & 5 18.80KB |
B o Canada ca 5 s 1585 KB |
i Others 10 10 3351 KB
§ 300 w
: Hosts (Top 10) - Fulllist - Lastvisit - Unresclved [P Address
59 O H T i ii 3 | i i i Ii i Ek03.museglobal.com 2 130,376 130,376 2.11GB 13 May 2014 - 05:50
1] i | 1| | ul [l 1 Il H 1| Il Il ince.museglobal.com ? 8,612 8,612 1.45MB 13 May 2014 - 05:59
IHRTH RN il fl i IR PHRIARR I |.museglobal.ro ? s0 144 1.04MB 13 May 2014 - 01:13
Vesk 16 Wesk 17 ek Vesk 19 * |.08-35-56-175.nwrkni.fios.verizon.net 2 a1 50 2.90MB 08 May 2014 - 07:46
BRequests Tast: 0.01956 average: 0.01881 maximum: 0.76444 2-68-67 lightspeed.milwwi sbeglobal.net ? 41 41 3.56MB 12 May 2014 - 13:32
bbddd2.stati tonli t ? 35 182 5.57 MB 07 May 2014 - 12:44
dnat-64-26-100-43. bepl. lib.md.us 2 36 191 5.77MB 12 May 2014 - 14:53
ool-addcaf02.static. optonline.net ? 31 163 4.04MB 10 May 2014 - 09:18
©-24-16-174-164.hsd1.wa.comcast.net ? 30 96 1.86 MB 06 May 2014 - 12:46
122-145-47-35.ads].static. sparanet.net , 5 25 78.32KB 13 May 2014 - 04:22
Others 344 1,436 35.92 MB

Robots/Spiders visitors (Top 10) - Fulllist - Last visit

0 different robots™ Hits | Bandwidth Last visit

* Robots shown here gave hits or traffic 'net viewsd” by visitors, se they are net included in other charts.
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USE CASE: MUSEKNOWLEDGE™ STATISTICS PLATFORM

- Easy to access, web based;

* Provides visual charts and reports on logins, sessions, accessed resources;

- Advanced filtering capabilities;

« Provides enhanced usage statistics per publisher, downloads (full text PDF/HTML/EPUB, etc.), journals, books;
+ Export data;

« Enrich with third party mechanisms for getting additional information;

- Dashboards with predefined statistical information;

« COUNTER Compliant Statistics https://www.projectcounter.org/

@ Count

£
3
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2020-02-01 2020-03-01 2020-04-01 2020-05-01 2020-08-01 2020-07-01 2020-08-01 2020-09-01 2020-10-01 2020-11-01 2020-12-01
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USE CASE: MUSEKNOWLEDGE™ STATISTICS PLATFORM

General Usage Statistics: Application Logins

+ Total Number of Logins

« Total Number of Unique Users N

. éogins by Date, by Muse Proxy Application ID, by User ID, by User IP, by User Country, by o, Bl ‘ " ASIA
erver .o .

Top 100 Logins by User ID
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MUSEKNOWLEDGE.COM

USE CASE: MUSEKNOWLEDGE™ STATISTICS PLATFORM

General Usage Statistics: Source Accesses
« Top 100 Access by Source ID
« Top 10 Accessed Sources per Application ID
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+ Raw data
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Publisher Content Access Statistics
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Accessed Events (Full Text accesses, PDF downloads, etc.), by Date, by Muse proxy
Application ID, by Platform, by Resource Type, by Resource Format, by Domain, by
Identifier, by Publication Title Access by Resource Format

Top 10 Platforms by Resource Type
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USE CASE: MUSEKNOWLEDGE™ STATISTICS PLATFORM

@ HTML
@ PDF
@ MISC
@ GIF

@ JSON
[l

@ TEXT
@ PRINT
®RIS

@ EPUB
® JPEG
@ PPT
@ KINDLE
®THT
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MUSEKNOWLEDGE.COM

USE CASE: MUSEKNOWLEDGE™ STATISTICS PLATFORM

Security

Logins From Multiple Geographi

Find possible compromised accounts based on the originating IP address and Geolocation
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USE CASE: MUSEKNOWLEDGE™ STATISTICS PLATFORM

User Activity

Detailed user actions: Number of Logins, First Visit, Last Visit, Total Time Spent, Sessions,

Accessed Sources, Number of Events (Full Text accesses, PDF downloads, etc.), Accessed
Publication Titles, Operating Systems/Devices/Browsers used.

Operating Systems Devices
@ Windows
@ Android
‘ @ Mac0SX
@05
@ Linux

Browser Engines

HTTP Response Status.
@ Chrome
@ Chrome Mobile
‘“ @ Firefox
@ Safari
®Edge
@ Samsung Internet
@ UC Browser
@ Opera
@ MiuiBrowser
® Google
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MUSEKNOWLEDGE.COM

REFERENCES

« Muse Proxy.pdf « “MuseKnowledge Proxy and SAML Authentication”

* Muse Proxy Advanced Configuration.pdf presentation

« “MuseKnowl P Applications” tati
* Muse Proxy Administrator Console.pdf n wiedge Proxy Applications presentation

. . « “MuseKnowledge Proxy Integration” presentation
» “MuseKnowledge Proxy Administration Console” 9 Y 9 P

presentation « “MuseKnowledge Proxy Source Profiling” presentation

+ “MuseKnowledge Proxy and OAuth Authentication”
presentation
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